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1. Server Requirements 

Portus was coded with Laravel 11. The server requirements required for Laravel 11 are 

also required for Portus. 

●​ PHP >= 8.2  

●​ Ctype PHP Extension 

●​ cURL PHP Extension 

●​ DOM PHP Extension  

●​ Fileinfo PHP Extension  

●​ Filter PHP Extension  

●​ Hash PHP Extension  

●​ Mbstring PHP Extension  

●​ OpenSSL PHP Extension  

●​ PCRE PHP Extension  

●​ PDO PHP Extension  

●​ Session PHP Extension  

●​ Tokenizer PHP Extension  

●​ XML PHP Extension 

1.1 Additional Requirements 

Notice: Since high-size files take longer to upload, you need to make some adjustments 

on your server. If you do not make these adjustments, you may receive a 504 error when 

uploading a file. 

Recommended php.ini values; 

max_execution_time = 600​
max_input_time = 600 
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Recommended nginx.conf (If you are using nginx) values; 

send_timeout 600s;​
proxy_connect_timeout 600s;​
proxy_read_timeout 600s;​
proxy_send_timeout 600s; 

 

2. Installation 

2.1 With Installer 
You can easily install Portus with the installer. Installation can be done quickly and safely 

with the installer. 

There is a files.zip in the installation file you downloaded. Upload all the files in the 

files.zip file to the public_html directory on your server. After uploading, the files should 

be like this; 
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After uploading the files, go to; 

yourwebsiteaddress.com/install 

If you installed it on localhost, go to this address; 

localhost/install 

Notice: If you are going to install in a subfolder instead of public_html; You must add 

public to the end of the site address in the URL. For example; if you will install to the test 
folder, the address of the install page will be localhost/test/public/install or 

yourwebsite.com/test/public/install. 

Start the installation by pressing “Start Installation”. 

 

Enter your database information and establish a database connection.  

If the connection is established successfully, click the “Continue” button. 
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In the next step, the website url, admin email and password must be entered. The admin 
email and password are important, you will log in to the website with this information.  

After filling out the form, click on the “Continue” button. 
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Finally, complete the installation by clicking the “Install Portus” button. It may take 

up to 1 minute for the installation to finish. 

2.2 Manual Installation 
You can also install Portus manually.  

There is a files.zip in the installation file you downloaded. Upload all the files in the 

files.zip file to the public_html directory on your server. After uploading, the files should 

be like this; 

​

 

Find database.sql in the installation file you downloaded. Import this file into the 

database. 

Finally, it is necessary to make a few changes in the env file. Open the file named .env in 
the public_html folder in the files you transfer to your server.  
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Arrange the places below according to your needs; 

APP_URL=YourWebsiteUrl 

 

DB_CONNECTION=DatabaseType​
DB_HOST=DatabaseHost​
DB_PORT=DatabasePort​
DB_DATABASE=DatabaseName​
DB_USERNAME=DatabaseUser​
DB_PASSWORD=DatabasePassword 

Write %installed% as the INSTALLED value. 

INSTALLED=%installed% 

Finally you need to change the APP_KEY value. You can do this with the php artisan 
key:generate command. Or you can generate a new key by clicking here. 

Default admin login for manual installation; 

Email: admin@portus.com 

Password: 123123123 
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3. Plugins & Libraries 

Portus; made with Laravel 11, Bootstrap 5 and Vanilla JS. The following libraries were 

also used. 

 

Name Source License 

Animate.css View View 

ApexCharts View View 

Bootstrap 5 View View 

Ckeditor 5 View View 

Counter-Up 2 View View 

Dropzone View View 

Flag Icons View View 

Font Awesome View View 

Gridjs View View 

Vanilla Lazyload View View 

OverlayScrollbars View View 

Smooth Scroll View View 

Toastify View View 

WOW View View 
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Name Source License 

jenssegers/agent View View 

league/flysystem-aws-s3-v3 View View 

league/flysystem-ftp View View 

whitecube/laravel-cookie-consent View View 

mcamara/laravel-localization View View 

stripe/stripe-php View View 

josiasmontag/laravel-recaptchav3 View View 

yaza-putu/laravel-google-drive-storage View View 

stechstudio/laravel-zipstream View View 
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4. API Keys 

4.1 Stripe 
To use the Stripe payment method, you need to get API keys. Create an account here. 

After creating an account, go to the Developers page. 

 

Enter the keys on this page in the Payments > Settings > Gateway > Stripe field on your 

website. 

4.2 Google reCaptcha 
reCAPTCHA is a security feature that makes the forms on the site work more securely. It 

is especially recommended to be used for publicly available forms. reCAPTCHA requires 

2 api codes to work. 

Click here to open Google reCAPTCHA. Click "v3 Admin Console" from the top area. 

Type anything in the “Label” field. Select “reCAPTCHA v3” in the “reCAPTCHA type” 

field. Add your own website url in the “Domains” field. Check “Accept the reCAPTCHA 
Terms of Service” and click “Submit”. 
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Copy “SITE KEY” and “SECRET KEY”. Open the “Settings > Google reCAPTCHA” page 

on your website. Paste “SITE KEY” to “Google reCAPTCHA API” and “SECRET KEY” to 

“Google reCAPTCHA Secret API”.​
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4.3 Google Auth 
Click here and go to Google Developer Console. Click the “Select a project” button in the 

top bar. Click “NEW PROJECT” in the opened field. 

 

Fill the “Project Name” input. It doesn't matter what name you write here. 

 

Click on “APIs & Services > Credentials”. 
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Click on the “Configure consent screen” button. Select “External” and click on the 

“Create” button. 

Fill the form and click on “SAVE AND CONTINUE”. You don't need to do anything in step 

2 (Scopes) and step 3 (Test users), proceed through these steps by clicking the “SAVE 
AND CONTINUE” button. Click on “BACK TO DASHBOARD” on the Summary step. 

 

Click “Credentials” on the left. Click on “CREATE CREDENTIALS > OAuth client ID”. 
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Select "Web application" from the “Application type” menu. Add your website url to 

“Authorized JavaScript origins” and add your website url + /login/google/callback to 

Authorized redirect URIs. Click on "CREATE". 

 

You can see “Your Client ID” and “Your Client Secret” codes in the opened window. 
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4.4 Amazon S3 
Step 1: Create an Amazon S3 Bucket 

Log in to your AWS account; if you don’t have one already, sign up for one. 

Proceed to the S3 section. 

Select Create Bucket. 

Enter a unique name for your bucket. 

Select a region. 

Uncheck the box to block public access. 

Leave all other default settings unchanged and select Create. 

Step 2: Create an Amazon S3 Bucket Policy 

Begin by selecting the bucket. Select the Permissions tab and then select “Edit“ in the 

“Bucket Policy“ session. 
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Copy Bucket ARN and proceed to the Policy Generator. 

 

Edit the statement. Use the ARN you copied earlier. 

 

Generate the policy document. 
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The Policy is generated in JSON format. Copy and paste it into the Bucket Policy tab and 

save. Ensure that you have unchecked Block all public access in the permissions tab 

before creating the bucket policy. 

 

Step 3: Create an IAM User 

If you don’t have an existing user, you can create a new one and add a bucket policy that 

allows the IAM user to upload to an S3 bucket. 

Select Add User. 
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Add the user name and select the AWS access type. 

Set the password and then proceed to permissions. 

Leave the other default settings unchanged and create the user. 

Save the user’s access key ID and secret access key since the secret access key can only 

be viewed once. 

4.5 Cloudflare R2 
Log in to your Cloudflare account; if you don’t have one already, sign up for one. 

Proceed to the R2 section. 

Select Create Bucket. 

 

Enter a unique name for your bucket and click the "Create bucket". 

Click "Manage API tokens" on the overview page.  
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Click "Create API token".  

 

After filling out the form, click "Create API Token". 

 

Click on your bucket on the overview page and go to the "Settings" tab. 

Click the "Connect Domain" button in the "Custom domains" area. Add a subdomain for 

your own domain here. For example; 
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Your main domain; ​

yourdomain.com 

Your custom domain for Cloudflare R2;​

assets.yourdomain.com​

or​

cdn.yourdomain.com​

or​

files.yourdomain.com 

Don't forget to create a record for the subdomain. This subdomain is your Cloudflare url. 

 

4.6 Wasabi 
Log in to your Wasabi account; if you don’t have one already, sign up for one. 

Proceed to the buckets page. 

Fill in the Bucket Name and Region fields, you do not need to change the other fields. 

Create your bucket. 

Click your bucket name on the buckets page. And click the settings icon. 
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Go to the "Permissions" tab and edit "Bucket Policy". 

Paste the following codes into the bucket policy field and save; 

{​
          "Id": "Policy1736089665775",​
          "Version": "2012-10-17",​
          "Statement": [​
                    {​
                              "Sid": "Stmt1736089664410",​
                              "Effect": "Allow",​
                              "Principal": {​
                                        "AWS": "*"​
                              },​
                              "Action": "s3:*",​
                              "Resource": "arn:aws:s3:::your-bucket-name-wasabi"​
                    }​
          ]​
} 

Don't forget to change your-bucket-name-wasabi to your own. 

Click "Users" in the sidebar. Click the "Create User" button. 
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Select "AmazonS3FullAccess" in the policies step. 

 

The summary should be like this; 
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After creating the user; 

 

 

In our example; 

Wasabi Region = eu-central-1​

Wasabi Bucket = your-bucket-name-wasabi​

Wasabi Url = https://s3.eu-central-2.wasabisys.com/ 

The wasabi url is as follows; 

https://s3.YOUR_REGION.wasabisys.com/ 

 

 

 

24 



Portus

 

4.7 FTP 
You can store files on your backup server via ftp. 

FTP Path is the path of the folder where the files will be stored. 

FTP URL is the public url where uploaded files will be displayed. 

For example; 

FTP Path = /public_html/uploads​

FTP URL = http://192.168.10.10/uploads/ 

 

When you go to 

http://192.168.10.10/uploads/CxPEIUTtAU61I3DuGmO4s1AAohnRpt0qN6sRSgCQ_wm.m

p4 you should be able to watch the video in the browser without any problems. 
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4.8 Google Drive 
Step 1: Getting your Client ID and Secret 

Log in to your Google Account. Create a new project using the dropdown at the top. 

 

After you enter a name, it takes a few seconds before the project is successfully created 

on the server. 

Make sure you have the project selected at the top. Then go to Library and click on 

"Drive API" under "G Suite APIs". 

 

And then Enable it. 
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Go to "Credentials" and click on the tab "OAuth Consent Screen". Fill in a "Product 
name shown to users" and Save it. Don't worry about the other fields. 

 

Then go back to Credentials, click the button that says "Create Credentials" and select 

"OAuth Client ID". 

 

Choose "Web Application" and give it a name.  
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Add https://developers.google.com/oauthplayground in "Authorized redirect 
URIs". You will need to use this in the next step to get your refresh token. Once you 

have the token, you can remove the URI. 

 

Click Create and take note of your Client ID and Client Secret. 

Note: You can go through an approval process to use Google Drive. If you add yourself 

as a test, you can use Google Drive temporarily. 

Step 2: Getting your Refresh Token 

Go to https://developers.google.com/oauthplayground. Make sure you added this URL 

to your Authorized redirect URIs in the previous step. 

In the top right corner, click the settings icon, check "Use your own OAuth credentials" 
and paste your Client ID and Client Secret. 
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In step 1 on the left, scroll to "Drive API v3", expand it and check the first drive scope. 
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Click "Authorize APIs" and allow access to your account when prompted. There will be a 

few warning prompts, just proceed.  

When you get to step 2, check "Auto-refresh the token before it expires" and click 

"Exchange authorization code for tokens". 
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When you get to step 3, click on step 2 again and you should see your refresh token. 
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Step 3: Getting your Root Folder ID 

If you want to store files in your Google Drive root directory, then the folder ID can be 

null. Else go into your Drive and create a folder.  

Because Google Drive allows duplicate names, it identifies each file and folder with a 

unique ID. If you open your folder, you will see the Folder ID in the URL. 
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4.9 Razorpay 
To use the Razorpay payment method, you need to get API keys. Create an account 

here. After creating an account, go to the API keys page. 

 

Enter the keys on this page in the Payments > Settings > Gateway > Razorpay field on 

your website. 
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5. Upload Settings 

5.1 Uploadable Types 
By default, 15 different file formats can be uploaded. These formats are; ZIP, APNG, 

AVIF, GIF, ICO, JPE, JPEG, JPG, PNG, WEBP, HEIC, MP4, AVI, WMV, WEBM 

To edit the uploadable formats, go to the config/upload.php file and change the 

UPLOADABLE_TYPES variable. The format you add must be supported by your server. 

5.2 File Size Limit 
The file upload limit for users is 50 MB for each file. If you want to change this value, go 

to the config/upload.php file and change the MAX_FILE_SIZE variable. This value must 

be written in KB. (1 MB = 1024 KB) 

Upload limit may conflict with your server settings. To prevent this, you can edit your 

php.ini file. 

Maximum allowed size for uploaded files; 

upload_max_filesize = 50M 

Must be greater than or equal to upload_max_filesize; 

post_max_size = 50M 

 
5.3 Server Quota 
Specifying the server's storage limit is required for both the script and the statistical 

graphics. If you have allocated 40 GB for file storage on your server; go to the 

config/upload.php file and change the SERVER_QUOTA variable to 41943040. This 

value must be written in KB. (1 GB = 1024 MB and 1 MB = 1024 KB) 
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5.4 Server Storage 
There are 6 different storages in the script; local, Amazon S3, Cloudflare R2, Wasabi, 
FTP and Google Drive. Storage settings can be adjusted on page; 

Admin dashboard > Settings > Storage 

6. Configuring Server Cron Job 

Portus automatically deletes uploaded files under certain conditions. For this, you need 

to create a cron job on your server. 

Command; 

cd /your_website_full_path/public_html && php artisan schedule:run >> /dev/null 2>&1 

Time value; * * * * * 

The cron job you created should look like this; * 

 

* You should write the path of your website according to your server, it may be different. 

7. Language 

To add a new language, you can duplicate an existing language in the lang folder. The 

script pulls the language information from the lang.json file. For example, if we want to 

add German language; duplicate the en folder in the lang folder and make the folder 

name as de. The content of the lang.json file in de folder will be as follows; 
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"langName": "Deutsch", ​
"langCode": "de", ​
"langDirection": "LTR",​
"langFlag": "fi fi-de fis" 

After making this edit, you can edit the translations in the php files in the de folder. 

Finally, you need to give permission to the new language you added. Go to; 

public_html/config/laravellocalization.php 

And find the language you added. (For example; Deutsch) 

//'de' => ['name' => 'German', 'script' => 'Latn', 'native' => 'Deutsch', 'regional' => 'de_DE'], 

Remove the slashes at the beginning of de. The final state should be like this; 

'de' => ['name' => 'German', 'script' => 'Latn', 'native' => 'Deutsch', 'regional' => 'de_DE'], 

That’s all. 

8. Affiliate 

Portus uses ip2location.io to detect visitors' location information. ip2location is free 

within the limit of 50000 lookups per month. If you want to increase the limit, you can get 

a premium account here. 

9. Security 

In laravel 11, the public directory is the entry point for all requests entering your 

application. Due to this situation, a public segment is added to the URL. Portus hides the 

public segment in the URL with the htaccess file. But this may create security 
vulnerabilities. 

If you can set the domain root as the public folder, delete the .htaccess file in 

public_html. In this way, you increase the security level of your website. 
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Changing domain root may vary depending on the server type or hosting control 

panel you use. You can request support on this issue by writing to us. 

10. Support 

You can send us an email for all kinds of support before installation, during the 

installation and after installation. Our e-mail address; aneontech.help@gmail.com 

♥ 
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